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Part I. Introduction

Advances in the past decade in computing power and
algorithms for machine learning and data mining have made
powerful optimization techniques practical and even routine.
We give one example here of optimizing the Special
Investigation Unit (SIU) return on investment (ROI) ratio
once a sufficient number of claims have been analyzed by
SAFESTONLINE.

Prediction of an individual claim being fraudulent can be
done using various classification and prediction models.
Some common approaches include Decision trees, Bayesian
Discriminant with conditional independence assumption (also
termed class conditional independence), Bayesian belief
networks, logistic regression (a type of generalized linear
model — GLM) and neural networks. These models have
been used successfully in a wide range of applications, such
as medical diagnosis"' (often doing better than a human
expert), credit card fraud detection", insurance fraud
prediction”, bankruptcy prediction” and direct marketing”'.

The genera approach is to gather sample learning cases
where each case is a database record (a data tuple).
consisting of predictive attributes (variables) and a known
outcome. For example, for auto insurance fraud, a simple
data set could consist of the predictive attributes: age, sex,
employment status, annual income, policy inception date, car
year and model, and the outcome likelihood class. For the
training (learning) dataset the outcome likelihood
classification is known and could be categorized by the
attributes low, medium or high. From this training set a
predictive model is constructed.  This predictive model is
then validated on another data set with known outcomes. |If
the model is accurate, it is then used on claims for which the
likelihood of fraud is unknown, i.e., previously unseen data,
where the outcome classification attribute of either low,
medium or high fraud likelihood is unknown.

Part Il. Comparison of commonly used models

Each of these different classification and prediction methods
have their strengths and weakness. In many applications the
above methods are of comparable accuracy. They can be
compared according to predictive accuracy, speed, robustness
(ability to make correct predictions given noisy or missing
data), scalability (the ability to construct the model efficiently
given large amounts of data), flexibility (ability to alter and
improve the model easily), parsimony (number of variables
and parameters used, both explicit and hidden — the ideal
model is neither under- nor over-fitted), and level of
understanding and insight provided by the model
(interpretability).

Decision trees

While decision trees are commonly used and can easily be
converted to classification rules (if then rules), they are
difficult to scale unless advanced algorithms are used, and
they can be quite large and “bushy” unless attribute-oriented
induction (AOI) isused. AOI replaces lower-level data with
higher-level concepts. For example, the car model attributes:
Chevrolet Camero, Chevrolet Cavalier, Ford Mustang,
Nissan Altima and so on could be combined into the more
general category of “moderately priced sports cars’ to help
prune the decision tree.

Bayesian Discriminant

Bayesian Discriminant’s strength is that it is rational, fast
(hence scaleable for large data sets), simple, can easily
accommodate a large number of variables and can be easily
automated by computer software. Bayesian Discriminant is
theoretically the most accurate classifier provided the
predictive variables are independent and the sample data set
is representative of the population (see endnote i for a rea
world example). Empirical studies have found its accuracy in
some domains to be comparable to decision trees and neural
networks""'. The accuracy decreases the more the predictive
variables are correlated. This can be partially mitigated by
adding new variables consisting of the interactions of the
correlated variables.  This technique should be used
sparingly. It is generaly better to instead use a generalized
linear model such as: i) the logistic regression model as
described below, or ii) the log-linear model.

The Bayesian Discriminant model is particularly well suited
for insurance fraud detection systems using red flags
(indicators). This model scales well, both in terms of
handling a large number of claims and a large number of
indicators. Finaly, because of the conditional independence
assumption, it is one of the few models available where the
addition or removal of indicators, regardless of whether they
are red flags or white flags (exculpatory in nature), does not
reguire the model to be rebuilt.

In its simplistic form, the Bayes Discriminant model consists
of binary yes or no attributes, and for each attribute the yes
and the no value are assigned a weight, which may be
positive or negative. For each case the appropriate weights
are summed and membership in the outcome classification is
assigned according to whether the sum is below or above a
pre-defined threshold. In other words, add the values of the
selected flags. Does the final total reach a predetermined
threshold? If yes, assign it for investigation, otherwise don’t
assign it.

Increasing the threshold reduces the number of false positives
(claims that the model considers in need of investigation, but
in fact are legitimate), but at the expense of more fase
negatives (missed fraudulent claims). Conversely, lowering
the threshold reduces the number of false negatives, but
increases the number of false positives. (Ideally a model
should have both a low false positive rate and a low false
negative rate.)

The Bayes weights are calculated according to Bayes
Theorem". This has a beneficial consequence. By applying



one additional mathematical transformation the model will
yield an actual predictive probability. Thus instead of just
categorizing a claim as possibly being fraudulent or not, the
Bayes Discriminant model can assign the claim an actud
probability of being fraudulent. In part IV we will show how
this can be used to optimize return on SIU investment.

Bayesian belief networks

Bayesian belief networks can be highly accurate, the
predictive variables are not assumed to be independent and
they provide a very clear rationale for their prediction,
however they are more difficult to construct automatically
(expert assessment usually improves the model) and they can
be quite complex. They incorporate cause and effect
relationships. For example, they are very useful for medical
diagnosis™ as the cause and effect relationships between risk
factors and diseases are encoded by the way the network is
structured.

Neural networks

Neura networks were developed initially as computational
analogs of neurons and are able to emulate some of the
human brain’s pattern recognizing abilities. There are many
types of neural networks. The most common one consists of
an input layer of nodes connected to typically one hidden
layer of nodes which is connected to the output layer of
nodes. Each node connection has a weight that is learned
during the training period. The input and output layers are
fixed by the data, but the hidden layer topology is determined
by trial and error. The hidden and output nodes also have a
nonlinear transformation function. Given enough hidden
nodes a neural network can closely approximate any function.

They are typically accurate even with noisy data and they can
respond correctly to patterns that are only broadly similar to
the training patterns. They can infer subtle, unknown
relationships from data. They are nonlinear and able to solve
some complex problems more accurately then linear
methods.

Many of the traditional drawbacks of neural networks for
data mining are being eliminated through the development of
new agorithms and new kinds of neura networks. The
cascade correlation algorithm developed by Scott Fahlman at
Carnegie Mellon University™ eliminates the trial and error
traditionally needed to determine the best number of hidden
nodes and their topology. Neural networks traditionally
have been viewed as black boxes providing no human
understandable basis for their predictions. This limitation is
improving. For example, sensitivity analysis" can be used to
assess the impact a given input variable has on a network
output. This analysis can lead to if then type rules amenable
to direct understanding.

Drawbacks still exist, such as long and computationally
intensive training, susceptibility to learning something
different from what its trainer had in mind and memorizing as
opposed to learning.

A potential drawback to using neural networks for fraud
detection is the lack of training data available for less
common outlier events which can adtar the outcome
classification. With hundreds of indicators of varying

frequency available a great deal of training data is needed to
prevent improper learning due to “confusing” combinations
of indicators. For example, an insufficient amount of
training and validation data could cause a neural network to
not learn an important but infrequent indicator (I1). This
could occur if due to “unfortunate sampling” Il was largely
present in claims that aso included indicators the neura
network had previously learned were important. The more
indicators used in the system the more likely this improper
learning could happen.

For the purposes of fraud detection more advanced neurd
networks are preferred. An adaptive resonance theory (ART)
neural network™ is capable of continuous learning in data that
changes over time. This would be useful for organized fraud
detection as identities and methods change over time.

Logistic regression

Logistic regresson models are amenable to rationd
interpretation, can be largely or completely automatically
constructed and the amount of uncertainty in the prediction
can be estimated. Their predictive power can be better than a
neural network". In addition to their use as a classification
tool, they are widely used to compute relative risk in
epidemiologic studies. With the additional knowledge of the
baseline risk they can be used to compute the actual absolute
risk probability aswell.  This can be used for fraud predic-
tion aswell.

The logistic regression model in its simplest form is
structurally equivalent to the Bayesian discriminant model,
but is optimized differently. In its more advanced form it can
incorporate high dimension attribute influences and
nonlinear interactions among multiple attributes. In essence
the logistic function is an index measuring multiple
contributing risk factors. Also, inherent in the logistic model
isthe idea of risk thresholds. In many applicationstherisk is
considered minimal until acritical threshold is reached, then
the risk is considered to rise rapidly until it tapers off at a
second threshold where the risk is by and large maximal and
only increases dlightly with additional risk factors.

Piecewise linear regression

In piecewise linear regression the data being modeled is
segmented into intervals such that for each segment the
relationship between the predictive variables and outcome
variable is linear or close to linear. Thus each segment is
modeled by a set of rules that indicate what data intervals the
given linear model isto be applied to. In the simple case, for
a given segment, al predictive variables except for one are
fixed. Thus, each segment is a two dimensiona linear
snapshot and can be easily plotted and interpreted.

Part I11. SAFESTONLINE’s current model

SAFESTONLINE's current model is comparable to the
above Bayesian Discriminant model. Instead of a data driven
computation of model parameters (Bayes weights) an in-
depth expert assessment was used instead. SAFESTONLINE
was patterned after an earlier red flag system developed by a
large national insurance company and tested in a major
metropolitan area.  The results showed that expert
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assessment is accurate and can be strongly relied upon within
the domain of insurance fraud detection. The system
targeted 51% of the claims entered for further investigation.
Of the 51% targeted, a representative sample was taken, and
34% of this sample was subsequently (and conservatively)
denied. The overal fraud rate for auto theft claims equaed
17% (i.e., 51% times 34%) which strongly suggests that very
few fraudulent claims were missed.

In general, research in artificid intelligence® and
biostatistics" has repeatedly demonstrated that expert
assessment is a reliable way to construct a model in the
absence of hard data.

Desirability of tuning model through data mining

SAFESTONLINE currently computes a numeric score for
each clam processed, and claims above a pre-defined
threshold are forwarded to the SIU for further analysis and
investigation. It would be desirable to fine tune the model
using data mining techniques and to determine to an even
finer degree the probability of a claim being fraudulent based
on its numeric score.

Knowing the probability of a claim being fraudulent
enhances management’s ability to select the optima
investigation thresholds for each insurance line given the
constraint of limited SIU resources. Further, the thresholds
need to be adjusted according to clam reserve as the
likelihood of fraud is to some degree dependent on this
amount for many lines of insurance. With a probability
model, management has a data driven and rational guideline
for setting investigative thresholds and related criteria.

The steps to accomplishing these predictions are 1) collecting
the outcome of each claim, i.e, the payout amount, the
investigation cost and investigation outcome, 2) consistent
use of SAFESTONLINE to insure a sufficiently large and
representative data set and 3) building the proper models.

The first two steps are mainly dependent on the commitment
of management to allocate sufficient resources to insure
proper data collection. The last step requires that the right
variables are collected and sufficient number of claims are
available. To insure that the right predictive variables are
measured requires an iterative approach of expert assessment
by the SIU and preliminary model building and validation. It
is better to start constructing and validating the model early
in the data collection process than late.

Part V. Optimizing return on SIU investment

Once we have a representative sample of claims we can
modify SAFESTONLINE's current model to compute an
estimate of the probability of an individual claim being
fraudulent. The number of claims needed will likely be
several thousand per the combination of insurance line and
clam reserve amount, where the reserve amount is
represented as a range, such as $5000 to $10,000, 10,000 to
15,000, 15,000 to 20,000 and so on. Of course, the model
would only be predictive and an investigation into the merits
of the claim would still be required for any final decision to
be made on its validity.

From the estimated probability of a claim being fraudulent
we can compute an estimated expected SIU return on
investment (ROI) ratio per claim. For example, if for claim
A, the expected probability of it being fraudulent is 80
percent, the expected investigative cost is $800 and the
reserve is $15,000, the expected SIU ratio can be computed
as

SIU ROI Ratio = (15000*.8 + 0*.2 - 800)/ 800 = 11200 / 800
=112/8=14.

Thus for every dollar spent by SIU, fourteen dollars would
be saved from the denied claim for a net gain of thirteen
dollars. In the absence of SAFESTONLINE the SIU ROI
ratio is typically seen to be seven or less, as claims are not
sufficiently screened before being forwarded to the SIU.

More accurate estimates can be made by taking into account
that for some claims the investigation may result in partial
payout instead of full or no payout. In addition, if necessary,
models can be constructed that can predict the expected
investigation cost as well.

Part V. Enhancements

Consideration should aso be given to combining multiple
information sources such as from RiskShield and NetMap
using statistical or other formal objective numerical
algorithms to increase accuracy of prediction™. In addition,
it may be possible to substantially improve the prediction
accuracy by jointly combining the Bayes discriminant model
with additional logical rules (if then type rules). These
logical rules should be derived from multi-dimensional
pattern recognition algorithms.

There is evidence that the logical rules and the Bayes rules
(note, the Bayesian weight of an attribute in the Bayesian
Discriminant model is referred to as a Bayes rule) can be
somewhat independent and can compliment each other'. A
stronger predictive model may be possible by requiring a
clam to pass both the logical rules and the Bayes
Discriminant model threshold.

Part V1. Legal issues

SAFESTONLINE can help protect against bad faith,
discrimination and invasion of privacy suits. With the
passage of the Gramm-Leach-Bliley Act in 1999 it is
becoming more necessary to have a uniform and clear reason
to instigate an investigation of fraud and gather information
that otherwise would be deemed private and strictly off
limits. SAFESTONLINE can provide a rational, uniform,
non-discriminatory and compelling reason to investigate a
clam. Depending on the lega climate SAFESTONLINE's
recommendations can be made more or less compelling by
raising or lowering the investigation threshold respectively.

A useful metric, in this context, is “lift”. Lift measures how
well the model isidentifying the target group. The higher the
lift the better the model isdoing. It isdefined as

Lift = (target response) / (popul ation response) .



For SAFESTONLINE the target group would be al those
claims recommended for investigation, and the target
response would simply be the percentage of claims SIU
determined to be fraudulent.

The population response is simply the prevalence of
insurance fraud in genera. For example, if the generd
prevalence of fraud is 10 percent and if 50 percent of all
claims targeted by SAFESTONLINE were found fraudulent,
then the lift would 50/10 =5.

The higher the lift the more compelling it is to act upon the
model’s prediction. Conversely, a model with alow lift such
as 1.5, would not be very powerful and would be providing
only a weak justification to single out clams for
investigation.

Part VII. Summary

With SAFESTONLINE the first round of expert assessment
and model building is aready complete, yielding dramatic
savings. As data is collected the current rules in SAFEST-
ONLINE can be improved and more advanced models, such
as discussed here, for further cost savings can be
accomplished.  While this optimization process can be time
consuming and somewhat costly, the aternative of no further
optimization is ailmost certainly more costly in the long run.
This cost can be partially mitigated by cross over utilization
of existing data mining expertise and technology typically
present in the marketing departments of large insurance
companies.
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